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(54) INFORMATION PROCESSING SYSTEM, INFORMATION PROCESSING METHOD, 
AND INFORMATION RECORDING MEDIUM, AND PROGRAM PROVIDING MEDIUM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To realize an information 
processing system and its method that execute 
distribution of various keys or data through an encryption 
key configuration adopting a tree structure so as to attain 
efficient and secure data distribution. 
SOLUTION: A contents key, an authentication key, and 
program data or the like adopting an encryption key 
configuration employing a tree structure are transmitted 
with an effective key block(EKB). The EKB is configured 
to allow a device being a leaf of a tree to store a leaf key 
and a limited node key, and a specific effective key block 
(EKB) is generated for a group specified by a specific 
node and distributed thereto so as to limit devices that 
can be updated- Devices not belonging to the group 
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cannot be decoded and the distribution security of the keys or the like can be ensured. 
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nun yp- (*) mmcDm^it^—mmcx*)^ 
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1 &±V>m$l£ titer s<4X\C&^X<0?* 

asosfts^^f *i y -7 t y hs^- 

tic, T'/V^fcSS'LTEftSttSSIrtBW-Wk^s'ir- 
*EfS¥»tt, 

^IS £ / - KoTttfcMi £ ftfi / — Ms J: y — 7 
±oT«^$tt5^v— ^rtoy- K*-cQ'>ft< it 
v^-fJi*»«r3E«f LfcWPf / - K*- fc > " fiE5l«f / - K* 

T&t^LLfc^te*-yp^ (EKB) Sr^-TS 

•fe-s^-* say* urEAr*-*****-*- s ^ t 

dWB*»ffc*-^ny^ (EKB) <D&mc£*)^ ffiffi 

^t*6i t «r««fct5ii*?t i 

(cE^colf fg&ig r A„ 

yf^yr^f • fi^ii ( i cv) £A*--efe5r 

K-e*>6r fc -fSB** 1 kEttOfflfflUUi' 

*TA 0 

fflE^FSMfc*— :/n y$ (EKB) k* 

atrial y-t— *t Lr^vr^^r-^^s^-i- 

ftrfB^ yr -ciS^-ft Lfci£*{fc 3 >^ t ic 



atrial y-fe-^-^^Efttt, sfrE^ 9 
striae y-fe-^-^Eft^attx striae y-fc—^f*— 

* £EfTf S S W k ft 5 S Kif/^ * fc*sv ^^^gf 
Wiit»-^ny^ (EKB) fcBt-g-fbp* yfe- 

K* J: 3 — 7 te J: o r MA * *t 8 ^/^^ic ioti 

imxmi 2] BJE^^^y^-^ s&^meb 

« x > y H*i&<DTffi&K: 1 K±^*^ r *'r =^y 

wa¥a^#o*-o3t«s*i^f'^'7 t dry tc 
^E«¥a^e>E«-rsi»«toa*ft-e*)9 , 

3i«Sn-5/-K*5j:t/y-7tcj:o-C»A$ix5^ 
-T'rto/- K^r-^ft < ^ tv^tt^SrJEff UfcJI 

k^-*>5 v MS y -7 *-{c j: o rfff »fk Lfc*r»{k^ 

(EKB) *±$LlrZ>khh\^ aftEK«f/ 
(WEMyy-«»lc*lt8#/-KlcH#©/-K* 

[11*514] iffiatfel^ry^ 
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MR*3Mfc*-^n (E KB) (DMia?), fiUE 

[f»jfc*l 5] Wie^yir— ^x-^fi, nyf^f 
6] tffE^yfc-S^-^Hu BfflEtefflfcfc 

7] striae y-t— 5^*— =><risy(D 

^r^Uf^fx^i (icy) ±j&*-T*fc5 

H»#*l 8] WE* -/-fc-S^-^tt, BiBftSlc«3 
v^rfflv^ti5BiE^-'e*>5rfcSr»«i-r5BI*« 
1 3 fcE«<af»»&Sfrfe, 

«HE*»ft*-^oy^ (EKB) fc, 

mxm 1 3 {wiE««ft«tos*jfe 0 

ffiSMoBEfeSSr^fi 1 U 

Eft¥J£ £ mrlBx^-r * mVtoWttUM#&*L LtzZt 

[MM2 2] WE^yir-^-^Eflr^StirEf 5 
* m ic riSft 5 * * as#£ U 

bMB^ y-fe— ^fWEfi^&tt, Buffi;* yfe-SJf*- 
* £E<f g ft 1 4 5 g ttf^V * fcfci <Dfrm%> 

^W^mt^-Zfnv^ (EKB) irtF-g-ft;* 

uTEft-r^ r t ti-%m#i% 1 

3 KE«<Otf 

[tt*32 3] ^-^Sr»lftLfc«*EftjSI*-e*)0, 

asosftST/^ y * LfcMy y -mmo 



—7u y ? (EKB) ir, 

LitZt 1 1" 519 ftEftfttt. 

ffiEIMEftttfrtt* WSa^m-fcJ: 
o X m^ri t S tufc Bf-g-f a ^ V Sr L fcffi^ T fc 

^ y f y 7 ^ y t y 7 1 6 ^ yr y 7 dr-^ 

Kt»*T5fc«>^«fflS*t5*«lft^-^ny^ (EK 
B) fc^Wtfc^f+^x-^iftjlAU-C^SrtS: 
4*»t-r5»*q[2 4fcE«offif«E«i#« 
»««2 6] ttEtt«Eft£*tt, Sbic, 
n^r^^^^-r^yx-f •fiy^t ( I cv) x 

LTV>5 r t Sr«M»ti-5« 2 3 KEIS 

iftouft 5 / w ^ «: y - 7 1 ufcBJi y y -«3go 

J13ie*lx5y-K*5J;Wy-7^J:or«^**L5^ 

K^-&5^^y-^^r-ici:orB&#fttfc^>f[:^ 

—7uy9 (EKB) Offi^Sic J: *9 , 3E*fy-K^ 

m^m;-v*-\c£zm^mmznfrLx, mtsm 

[0 00 1] 

*3 5 9gr^S@ S: Efi-f 5 ^ 7" A *5 J: tf *ife ic BB -f 
5o *»5Sop|f«W«E«*a;S:fflv^5r4:lcJ: 

^-Eft, fe5v^^^a^JEff^^^07 f -^E^i^0A 
t-T5«a»31^r^, (ta^S*S. *5±tFtittME 

^wcrn^7Asey««cic§i-r5c 

[0 0 0 2] 
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^^Vfy^ (Content) fcPf-g) -Y^^—^y 

Ctlb^SI^yfy^H ^-iFcOjJpfrfSPC (Pe 
rsonal Computer) , Affile £ o Tx-^ft, 

[0003] trx^-y-Ati^ PC^(Dit««^(- 

[0 0 0 4] p^-^ fo^V^t^n^ 

PC^OlfS^*^P>(D^-1f« 

[0 0 0 5] y-Ayn^yA, ^x-^, 

-fft;b*>, jE&ft^-iftc^LTo^K y^h^ 

[0006] cx-if {ctt-fzmmmzmzi'fz i oo 

[0 0 0 7] Pf^ftx-^^ m^O^$(CJ;^^ 

*ft;;*f ifcttft*** 6 «t < Sn b fix v > So 

[0008] ^{mtm^imzm^T-fm-^ik 

v * 5 Pt-^fbii tf-^ ^S-^ft fcffi v * 5 £-*Hk;« £ *« 



OftSft/i^lCDES (7*— *lfc#;gi£ : Deta encry 
ption standard) 

[0009] ±iiE^Pt^ft^s, a-g-{k^v>e>ii,aBt 

*><£>T*&5 0 Z<D£?\£LXftbti1t&%ikms U^it 

[oo io] **fki-ai:irtettffli-s«p»flsjB 
te <fc * &s t v «#r s i: * Icfcflr S«^*G>ft« 

^gB«|{c#i£i- SMiaot o^m^s^ «rt6 1 

ft So Sffi«tt> ^8B««:«fTLfcfflAo^d53f*ri-S 

^Oft^Wft <><D^ttR S A (Rivest-Shamir-Adlema 
n) Bf^fcSo -0±5ft«P*{b*S:S:««rSri 

* "Tfil i >^ x A dS-HTOl fc ft S 0 
[0 0 1 l ] 

^-*jE3ft^-f ? (c^t6tt1-Sfll^^< ^ffl *:h, 

[0012] ]ES43.-if-e*>a3!Mf^«)*i*tt, -ifi 

yf ^f— (0E«Bft(cSSE«ia«r^fT-r5 r ^ 
5/i/3y^ffii^f-^, W^^^ ^risyhz^ 
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£teffiLfcBE#5fc&Sfc5a5, *««£ttofcBBEl::*5 
vvtf*, ^fAy^ K^*«fc«a*&Wc:fc9, JEW 

Mt, fcMft/* 5 *t>**< ft 

[0013] *»W"Cf±, ±a£<o<fc Jfc^-^iSfll 

[0 0 14] 

k LfcBIJiy !>-*3lHc*lt6*/- KfcH#©y- K 
Hti€h«tt5tHi:, f^*fc»LTEflr* 
HUE*— fey hSrttfflUTHfT-f -SfflF-g-fea^S** 

u atriBrtf-g-^^ yir-^x-*&Efrf8y yt-s? 

f*- 9 Eft iffiEHr/i ^ 9 loo/- : K 

£if£y- b*k u'wha/- KoTtt^iWSsnaV 
(ekb) fiaia3E*fy-K*-fc: 

-i:oTPf^{b:Lfc^ yir-^x-*££$LTEfrr8 
S^SrttS ^ ^ tSMM^f Ale* 

80 

[0 0 l 5] **fHo«a*0!a^f ^o-H 

Sf±, Wte&toik*—7vi/9 (EKB) coMS^J; 
5, ttBE*fy-K*-*rft»U KRWLfcJUSfy- 

[0 0 16] *^I^Olt^S^X^CD-^ 
[0 0 17] £<blc N *J8Wofflf««ii^7A©-SI 

*5v^r«ir^b*iaBK*-Tf*ac t sr^t-rs. 

[0 0 18] $£>lc, #3SWo1t«&S->;*T.A<D-* 
^yf^!lr^ • ^xy^tt ( I CV) "C* 



[0019] $e>tc, &&w<Dfin$!mi/XTj±<D-m 

*5i^-cffl^fe*taBK^--e*>a r. t t -rs 0 

[0 0 2 0] £<blC, *«HOjfSj|!il^fAO-^ 
[0 0 2 1 ] S&fc, ^BKOifS&SVy^AcO— 

■ E*»fls*-:/P3>* (EKB)- ttC^ y t-iV 

[0022] $e>^ ^aMoflMwaa^T'Ao— * 
f/v^, ^tt^BiEtoasriis-rsBiEaa^a 
Eft^a fc tww/v * n-eottEiuus Aft 

[0 0 2 3] 3 ^SHBoflHWaa^T'AO^-jt 
WMHc*3V^r, ttE*y*-i^-*E«#a&«rtE 

■t— 5^-#E«*«tt, MEy :y^?~^7 f -*£E{§ 
JMfcWay^ (EKB) fcflHWfc* y-fe— 5^— * 

[0024] $e>t^ ^aw^flMSJaa^yA©— n 

-rartsttrv^srfctrwat-rs. 
[0025] $ *%m<Dtifntmi/x'rJ*<D-m 
mmmz&^x, strEa^y^-:^*, sei^wE 

pgjfy y HSiftOTffiak: l K±of-^ t =* y «r£ 

tmk-tZo 

[0 0 2 6] *«B©»2 0«Iii, iH±o 

tmtmjjmvh*), m&r>W£%7 ! 'U**y-7k 
sm^ y - k<o Ttt (cag $ *i, 8 y - k*j x & y - ^ ic 
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r*-arfbUfc*»fb*-^o y ^ (ekb) fcftrt-ra 
kich*<& / - k*- ^ * ©w<d y 

[0027] s *&momntm%m<D-nffim 

mz&\,^x. »EIM*Jl*^y^WU 1»E#2MI:*- 
:/n y * (EKB) otea^J:!?, 1IWB3E*/— K*- 

- J; «9 ttH»#{fc* y-fe-i^-*©**** 

tt£-ra 0 

[oo2 8] s&k, *»wo«a«ia*ffio-§iiijB 

[0 0 2 9] $ & K x **«Olf 

[0 0 3 0] £<bK, **WO««to3ffi*ftO-*lKffi 

yf^yf^ • r^ytm. ( i cv) ^^-"cfc-sr 
[oo3i] s ^ic, *»«©fflr««ia*feo-ja6iB 

[0 0 3 2] $ bic, *»w©«««i*tfe©-*«» 

[0 0 3 3] S&fc, **W©f»«fti31*ifeO-|llfiJB 
«lc*3^t\ IME^ y-fe-^-^Efll^iktt, 

StftWn^ (EKB) t, (JE^ yt-SV-* 

f b Lfc**ft a^ryyticio r m& £ fta ^Wlt 

«rE«1- a - £ Sr1#ffi[i: r a o 

[0034] $ *m\<o$n&miim<D-mmm 

-^©Efiwt, «te^ y-fe— ^-r-^Effi^atWE^ 
* m-e^BBEtea^js^ Lfc r t t lt Eft 
rartsrwatra. 

[oo3 5] * *sn^fR4o^£a-igm 



mic&^x. awa^yfe-i^-^Eflr^iktinE^ 

^^^^^M*a^fflr/<^^^ftb, ffirEy y-fe- 
S^-*Efi¥aW:> tftEy yfe-^-^4rE(&ra 

@ w t ft a s wf/^ * ^xw&^m^mt 

(EKB) £&t^fcy yi?-^x-*£r£ 

j£ L-tEfrra r t &fta t-ra. 

[0 0 3 6] $e>(-, *^KOB3<OfflJffitt, y-^Sr 

♦MftLfcfflfaE«K*-e*9. a 7V<>r*«r 

Ktu sn^y-KoTffi^a^^tvay-K^.fcu 5 

-^ioTBt-g-ftb^aft^-^ny^ (EKB) 

fc/-l»EJE*y-h**--fcJ:o-CrtF*flSLfc^ y-fe-^ 
x-^t, ft*lftUfcrt«r4WtraflmE«K*K 

$>a 0 

[0 0 3 7] *^Woif«ES«Ef*:o-*ififfi 

ic^a^^y*-^*?, iMrE««Eft8Gfm, 
* £<bic. ttEa>^^y*-fciorB»»fb*ixfcBt# 
ffc^ry y l 5:^ a t -r a . 

[0 0 3 8] $ Ibid, *»W^1taE»«tfrO-^lfiffi 

rvy*-*R#-rafc»^fflSixa#aft^-^n 

(EKB) ^#ltfc^Mf-^^lt 

v>ariSr«F«i1-a 0 

[0 0 3 9] $ *^Mo««ES«t^O-^Jfiffi 

(icv) y-*£*frttLT^a£££4Wfci-ao 

[0 0 4 0] **^»4(0«ifi, uf^fb^ 

v?7j*m&m#xh<>x. Mia^vtv-^ . -tu? 
asoftftay/M^sry-^irLfciejiyu 

<d TffiJ-it^ $ a y - K*5 J: y - 7 ^ j: o $ 

*Lfc.3E«f y^K*-fc, »3E*y-K^-SrBE^/i^- 

y co y - k - h a v ^ \* y - ^ \z x o r nt l fc 

*»{k^-^n y ^ (EKB) (O^UM\zX9. lESr 
y-K^-SrSWi-aJBKy-K^-ftW^^y^t, 
^JEffy-K^-l-.tafi-g-feSSr^TLr. MEBff 

-SrBtW-ra^ry^t, mrl2^ yf^^l: J: OfJ 
ErtP#ft=»^^y<oa-i-Sr|tfTi-a^^y^i. ^ 

[004 1] 
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Litmat<oms,9ifmt:m\ BMK#t>L<tt9Ai§i 

■ y*-tt<ttBIE«llcfflv^SBIiE*-, fcSV^tt^ 
[0 0 4 2] £G>J;5fci"*£i:teJ:tU jESfcfW 

[0 0 4 3] ft*5 % #*W©£4<D«iffilC«5:/n^ 

aa*"C*So afrtt, CD^FD, MO&ifOEftIR 
[0 0 4 4] :©±5 4^n^7Afiii#«:, = 

[0 0 4 5] *8W©Sei:t(Z)Btt, iRHS^J^n, 

[004 6] 

A«Itr«.i- 0 ayf^SfMliOtt, nvr^S 
SfTTSo 5««2 0K:*5»t6«»"ett, §fiLfcR£-*§- 

o*fir^Srfr*5o 3 vr^^^EfSW l o £ a yfy 

[0 0 4 7] =Vr^y<0E««ll 0©f-^fifi?a 

t l-ch, -r yHi, ®m#c£ i 2 , mtss 

i&13, DVD, CDWf^714§^fc»), - 

= >T>y&fS0&2 ocoT'^^h Ltit, y 

-^/U^Vt^-* (PC) 2 1, *— *^A^x<>f^ 

(PD) 2 2, gl^SJS, PDA (Personal Digital A 
ssistants) §<DiSi$2 3, DVD. CD^U-t 



M7-^«f©a«^a&5v^ fcsvM^x-f T3 0 

[0 0 4 8] [tW *«J«] g| 2 id, HI fcSf 3 v 
7 L >y§ftffi02 0©fVW*©-«& LT, E»S£g 
tl0 0©f^ny^HS:St. E»S4S6«10 0 
H, AWA I /F (Interface) 12 0, MP EG (Moving 

Picture Experts Group) ^—ry^ 13 0, A/D, 
D/Any/^^ 14 1 Affi* I/F(Interfa 

ce) 1 4 0, BS-g-^^gl 5 0, ROM (Read Only M 
emory) 16 0, CPU(Central Processing Unit) 1 7 
0, 1 8 6, Eftttttl 9 5©K7^^1 9 0S: 

tU rft^H/*;* 1 1 OKioTftZfc&jRSft-o^ 
[0 0 4 9] ABAI/Fl 2 OH, #MS^b«|ftSix 

fcawri-a. mpeg^^ 1 3 on, /^no 

^LTft^^tl^MPEG^^^/cx-^Sr, M 

PEGf^KU Affi*I/F14 0l:fflA.n^ 
AfcHrtl/Fl 4 0^5>«J&5tl^9 f -f^/V'ft 
f^MPEGxyn- KL"0<* 1 1 0 ±tCffl^f 6 , 
Attl^I/F HOIl A/D, D/A^y/W.U 
~ 1 *rtJKLT^5 0 AB* I / F 1 4 OH, 

/D, D/Any/N- * 1 4 1 T? A/D (Analog Digita 
1) SUM'S £fc"C* 7*4i?*/\'{f'%kVX. MPEGn 
—7*?$ 1 3 0^ffi^i-^<t <h tic, MPEG^-ry 
^130^Pj^^;KI^ A/D, D/Any 
/<— * 1 4 1 "CD/ A (Digital Analog) Wfc+Z - 

[0050] nt-tiaa^a 1 5 0 h, , 1 ^ 

©LSI (Urge Scale IntegratedCurcuit) X*ffi& $ 

ft, ^1 1 0 ^ ttM^iiS 3 yr y^> t it© 

SrHfTU Pt^r-*, '&^T-*m%'<x 1 1 0±tc 
a^-f 5#£j£££fo 0 rtF-J^S^S 1 50lilf 

* * r *»*£:b*fcfl|j*fc i o tilts r £ t *tm 

[0 0 5 1] ROM16 0H, l2®fl^gi-i:oT^ 
S^ixS^n^^A^-^Sr^i-^o CPU17 0 
H, ROM 16 0, ^^E-y 1 8 0(C|2ti$nfc7 P n^7 
i»£rH*T-f 5^ £T\ MPEG^-fy^ 1 3 O^ffgr^- 

aa^ai 5 0ifS:«i»-r5 o ^ns oit «x 
tf, ^F»^s^^y-e, cpuno^UfftST'n^ 
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7M\ CPU1 7 0<7)tbfKk&>gftir~* , £b\Cy* 

yhS:E«t5o ^—^^yh\co^X\t^xmm-r 
So K9>f7l 9 012, T^^^x-^SrlBftSi'ertl 
&eftK# l 9 5 £ig»rf £ r t *) > Efttttt: 1 9 
5i5^f^^^/i'f-^$:Ml (S£L) s ^*1 
1 OifcttWrt 5 it tic /^HO^LTMJ 
ftSf^ iBSJRttl 9 5id«SLTfB 

[0 0 5 2] laS^frl 9 5it DVD, CD 

^(oyt^j*?, ytm&fj**, m$*r?4x*s m& 

K7>T^l 9 0(^LT#K"5J^^«^T^S^-r-5 o 

fib, tssm» i9 5», E^s^^a i o o 

[0 0 5 3] 4*5, 'H 2 ic^-t-rtp-^ftia^a 150lt 

lo©!7V^y^LS I t L*"C«rtLrfci<, 

[00 5 4]. [z—mmMf&k Lxa>;y'9 - (*) Sit 

[0055] B3^*Tai:*tt^o-i sas^y 
3fc*i-*Jiyy-r (*> mm<D&m(})-y •. leaf > a* 

[0 0 5 6] ^x/V^O-l 5H «at«pS)SV>fitB 
-TSo H 3 tf>»T9l>^1-K 0000-Kllll^ 

7^*0-1 5ic-ttt^Wf9Srbtufc!;-7*- 

2#gC0^ (/-K) te!B«£ftfc*— : KR-K1 1 

[0 0 5 7] i3lOTt7y-Sto^T, Mxtfx 
^"f*0f*y — O 0 0 <>:, /-K^:K0 

0 0, K0 0, K0, KR^ttSo fsUXSlZK 
0101, K010, KOI, KO, KR£Bf#-t-5 0 
fV^f ^15^ Kllll, Kill, Kll, K 

l, KRSrgfWTSo 4*5, Bsoyj-lcfif/^^ 

So 



[0 0 5 8] B3(Oy y-«itfc'£*ix5#7 f /< 

«*4SB»ffitt, Miff, 

D, MD, 77y^P ti &!)*S:«fflt5fl!^4^^7 p 
> 3 vu— tr^3ds*#"srtBt?*>S 0 r<0<fc 5 4*4*7* 

[0 0 5 9] iftfcOfcVftfO^;*, T^U^a 
^«8B3h "Tftbfey^^O, 1, 2, 3£H]-<Die 

O^T?H^«ft^ "-fftfo^/^^O, 1, 2, 3 

*loo^-7 p <!rU-)gUt7 ? -^^ £f+1" S $m - 

[0 0 6 0] 4*5, /-K*-, 9-:7*-WU &S1 
outfit iC <fc o Xffifg LX&m LT t <t V > L, 
^^u-7 p ^-rs«^4x-^^S:ft?rfT4 5^n/< 

[0 0 6 1 ] r<o^y-fl}jgic*jv^, H3d*fewe>^ 
4J:5lC l oo^-/|:§t 3 oof/^ ^ 

0, 1, 2, 3tty-K^-fc LT*«0>*-K'O 0, 
K0, KR^ft^r-rSo ^0/-K^r-*W**«rfiJffl 

^0, 1, 2, 3<Dfr\cm&1-ZZkfc-*jmkteZ> 0 it 

^7^-iUK3ittitf, 5ffc4ii^^^-rsw 

<t4<v f ^^0, 1, 2, 3<Dfy'fr&m<D = yT>7 

Kc o n£/-K3r-K0 Ot'B^ftlfclEn c (K 
0 0, Kcon) £, *y h^t^Ltfc^ttE 
SjSEWcftttL-C^/M^O, 1, 2, 3(C^5-rtV 

^, ^-r^o, i, 2, 3<d&&^ thfftof/^ 
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En c (KO 0, Kco n) $rfl^T=3 : 
Kcon?:W:i:«K45 o fc*^ Enc (K 

a, Kb) ttKbSrKa^ioTtt-^kLfc^-^-C*) 

[0 0 6 2] feS^t tCte^T, r^^30 

^fW1"5Si :K001 l.KOOl.KOO.KO.KR* 

£Lfc4&£\ V^T^ (t^M*0, 1, 

CD/cft(C|2 x ;-K^:K001,K0O,K0,KR 
■ft**L?*t*ffc4liK (t) 001, K (t) 0 0,K 
(t) 0,K (t) fvM*0, 1, 2K 

*03E*^-Srfix.5i£&ifdS*>5o -:^ K (t) a 
a ate, |Ka a a (DMitiX (Generation) : t (DjEff^r 

[0063] jffi*-<DSfttm^xmi-tz> 9 

OMfrtt, 04 (A) l:*ttaftWn^ 

^ (E KB : Enabling Key Block) ^^H-S^n 

Sr. fc£J:oT|g?T£*V5o ft*, 
Vny* (EKB) fl, B3 fc^t\fc 5 4^ !J HfKiS: 

fc *- 5 fc ft co flHi-fl: * - fc: J: o -OB* $ ti 

So WSSft^r-^os/^ (EKB) tt,.*-JE»r:/ny 
? (KRB : KeyRenewal Block) <h P^tftlS r t h h 

[0 0 6 4] 04 (A) (OTt«^ny^ (E 
KB) left, K*— OjEJffOifcllft^V^O** 

£ft£ 0 @4©Mft H3K:»-f-yy— fliatOf 5 ^ 
*0, l, 2te*3V^c\ ttfU©3E*y-K*-*Etf 

So H3^?>We>^ftJ:5^ 7*^*0, -r^W^i 
ft, JEffy — K3r— i LTK (t) 00, K (t) 0, 
K (t) Rj&S&g-e*>*K f^-f^WU Sffy-K^r 
-tLTK (t) 001, K (t) 00, K (t) 0, 

k (t) Rtf&mxbZo 

[0 0 6 5] 04 (A) (DEKBl07jtl5«t9(i:EK 

-J*, Enc (K0 0 10, K (t) 0 0 1) X&Z C 
:tl|j:f/V72(D)$oy-7^-K00 1 OIUoT 

**fk*ixfc!E*fy-K*-K (t) ooit^^t 

*-*3H§-U K (t) OOlSrftSrtmS. * 
fc, m-%\c£*)ntcK (tj OOl^ffiV^ 04 
(A) OT^f)2H!l^lSfft*-Enc (K (t) 0 
01, K (t) 00) Srtt^pr«i:4 9, 3E*y-K* 

-K (t) oo*r#5rtis-e#a 0 ^TWA;, 04 



(A) ©±^&2SiO*^-Enc (K (t) 0 
0, K (t) 0) *«*U'3Etf/-K*-K (t) ' 
0, 04 (A) <0±tf>b lgScDBf^b^-En c (K 

(t) 0, K (t) R) $:®flK (t) R*'#S 0 - 
f^^KO 0 0 0. KO 0 0 1 ft, y-K*-K 

oo ottH*fi-a#ft^*iir*e>-f. 3E*fy-K* 

LT&gftcDte, K(t)00,K(t)0,K 
(t) RT'feSo T^^KOOOO. KOOOltt, 
04 (A) ©±j5^3g|OS^-Enc (KO 0 
0, K (t) 0 0) Sr^LK (t) 0 0, SrBl#L, 
£*T, 04 (A) <D±frb2&tB<DV&^ik5— En c 

(K (t) 00, K (t) 0) £«-S§-U M«fy-K^ 
-K (t) 0, 04 (A) 0±^5>iai©Bfft^- 
Enc (K (t) 0,- K (t) R) £ffl-$§-LK (t) R 
£#S Q 7^<*0, 1, 2fWE*fL 

fcSlK (t) OOl.K (t) 00,K(t) 0,K 
(t) RSr#5Ct*s*T?tS 0 4*5, 04 (A) 

[0066] 03 tc^-ry y -«at^±ffia<z>y - 

~:K (t) 0,K (t) R<D^Mft^mXh*) , J- 
K^r-KO 0(D^M*f&S^S"efc-5*&lctt % 0 
4 (B) ^ft^-^n^ (EKB) 

r\ jg*fy — k*— k (t) oo^f/V^o, i, 2 

[0 0 6.7] 04 (B) iC^fEKBte, 

^yu-^isv^T^i-5iBf^43^vy#-*Bflj 
r^-f^/u— * 0 , 1, 2, 3^fcSI2® 

(t) conM5"e*'5it5 0 ^ f^M* 
0, 1, 2, 3<a#»oy— K*— KOOSrMSffLfcK 

(t ) 0 0S:fflV^r*r^:4*ii©JESf=Vrvy*- : 
K (t) con^ftlfcf-^Enc (K ( t ) , 
K (t) con) 5:0 4 (B) (C^-fEKB^^^^ia 

;i^7<D®fflz&\,^X\*&^£titj:\,^—*bLX<Dm 

[0 0 6 8] "fftfrfe, f^^O, 1, 2f*EKB£ 
&3SLT#fcK (t) 0 0£Jfl^T±fE!*^:fcfc«-!H- 
fttf, t&f&X<D=i yfyy^-K (t) con£#£ 

^t3»SRr»C4S 0 

[0 0 6 9] [EKB^&ffiLfc^^^y^r-^lE 
*] 0 5(C, t^t^^yryy^r-K (t) con 
&'&Z>&mWkLX, K (t) 0 0£ffl^TSffc4#ffl 
(O^yry^^r-K (t) c o n£l$^{t:Lfcx-*E 
nc (K (t) 00, K (t) con) £04 (B) tC 
^tEKB t SrlEftjKfrS:^ LTSU Lfc^-f ^ 0 tf> 

-^^yfm-K (t) coni:Lf*J)5o 
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[0070] hs^-t^?^ r^^oit mmm 

mc&M£tlX\s^1i±tt : t$f&(D E K B t § ft&fo h 
^£&&lfcLT^3/-K*~K0 0 0£fflVNT-k3iL 
tctmWKDEKS&miCl:*) % y-K^r-K (t) 0 0 
«r£fifc-r« 0 ^ «-§-LfcH»fy-K^-K (t) 
OO^^TJEfr^VrV^-K (t) con^gf 

*-K0 0 0 O-CBf-^fbLTt&^f-^o 
[0 0 7 1] [EKB(D7t-vy h] El 6 \C#$}it* 
—•fvy? (EKB) <D7*—~ hM^^o 
3^601(1, f»-/n>y^ (EKB) <D/^-^ 
3^^^i-fffi!gU^"Cfc6 0 ^-^ayHSSf^E 
K B St&|g ^yryyt omii^Sr^-r^ 

lt£#o 0 T^tt, «^d^ 7 ^ (EKB) <D 

f^W^6 0 3ll t»-^D^ (EK 
B) ^^x-^ffloffiRSr^-f-^^^-Cfc?). 9 

[0 0 7 2] -9 s — 0 6 Wt. «itfJE«f^Sy-K 
[0 0 7 3] *^8B6 0 7W:, 9*— ^«fPfCfejW$^BS 

?xhz> 0 ^<o? 7<ntt$;v<-;v*m7 zm^xmrn-r 
5 0 B7m 1 Lxfami (a) -em^tfc 
«wp^ (ekb) £mtt-rzm*^Lx\<* 

$ 0 wOWWx— d7co^ (b) Id ^1" J; ? left 

-h*— OJE$f**-K (t) Rj^3=;h/0>5cDT\ h 

l^Of-^ E n c (K (t) 0..K (t) R) H 
7<D (a) ^^rPgg^y-{C^-rfirg|cfoS 0 

T\ ROf-^lt Enc (K (t) 00, K (t) 

0) X&V, i-ettU©^— #©feT©tt«fc* 

S^5o (L) * (R) *^}-fcb 

TK^*ixa o Si^f-^Enc (K (t) 0, K 
(t) R) <D£lCttx-*aSfc£CDT% L^^=0. £ 

T<7)x-*fC*;/^££tu @7 (c) l^^r-* 
[00 7 4] f ^te, ^ Enc (K x x x , K y y 

-^Enc (Kxxx, Kyyy) . . . ft, ^(Cfff 



. Sr/fl^-ft^ jfe<^EI4^Ift^Lfc*^o«fc5(iirtP-i-fk7 f 

0:Enc (K (t) 0, K (t) root) 

0 0 : En c (K ( t) 00, K (t) 0) 

0 0 0 : En c (K ( ( t ) 000, K(T) 00) 

. [0 0 7 5] i6CIot, EKB7t-7yhCo^ 
T$e>(Clft9H-5 0 ^ (Signature) ft, #3Mfc*- 
(EKB) SrJSffLfcWx.fitttfa-fe^, 3 

ft#»ft*-^ny^ (EKB) *fT#^3BtfLfc#S» 
fb^r— 7*y2 (EKB) ^**>SC t SrftB^So 
[0 0 7 6] [EKB^fflUcnyfyy^J:^ 

^^-X^itLtc^^Tyy^-t, EKBMJCo 

[0 0 7 71 881:^-^^ B8 (a) 
l£?Fl~1iE£U::Jo^T x Enc (Kcon, con ten 
t) 80 1te, ^yy-l/V (Content) ^vr/;^ 

- (Kcon) X^iklstcTr—fXh*), Enc (K 

✓ 

EK, Kcon) 8 0 2ft =^7^7^- (K c o 
n) ^nyry^^r- Uf-^*- (KE K : Key Encrypti 
on Key) X^itL-tzf—fXh*). Enc (EKB, 
KE K) 8 0 3ft 3yfy7^r-ef*-KEKS:f 
Sft^D^ (EKB) IdiorPf-^ftbfcx-^ 

[0 0 7 8] =i V^V^^f— Bg-g-*— KEK 

ft i3t^t/-K^ (K0 00, K00-) , h 

5^f±/i— h*- (KR) 6#t*ottJ:<, 

— K*— (K0 0 0, K0 0-) % fe5^ft/W- h*— 

(kr) fcJ:orrtP-g-fkSJxfc^r--e*>o-cfcJ:v^ 

[0 0 7 9] 18 (b) ft IS^^t^^t^ 
TfcE&^ft, ^tl-en^l^^En c (EKB, KE 
K) 8 0 5SrfiJfflLT^-5^©«^«S:*-r, -^<fc 
541»^*3V>TW:, ^f^l^CEn c (EKB, 
KEK) Srf*iPi--5rt4<, Enc (EKB, KE 

[0 0 8 0] i 9 l:n yr y^^^-K E K^, 



-10- 



H 3 - K*-K 0 0 *M«f LfcEK/ - K*- 

K (t) 0 0iLT*/SLfc»^<BM£^ o 

0,1, 2C»UB9H:*t (a) tSMkWny 
^ (E KB) (b) ayfyy*- (Kcon) £ 

3y^yy**-Ptf*- (kek=k (t) oo) -cut 

Lfcy*— (c) nyryy (content) &3 

vfyy*- (Kcon) -e&f-^t: Lfcir-^ t 

[0 0 8 1] B9^«|:tt, ^'M* 0 
ffc^-^o y ^ ^6 g*Ofttt5 !) - 0 0 0 

zm^tc&%;im\z£*)\ =^<T>y*—^*— (k 

EK = K ( t ) 0 0) «rSt#t"5o ftf-> K (t) 0 0 

Sfe»¥ll^EKB£&3a^ar£fciJ;9, nyf/; 
*-0f-^*~- (KE K = K (t) 0 0) 

fc4S 0 

[0 0 8 2] mz^-ffaoysv— ^f^^4, 
5, :(D»t-^ (E KB) SrSflLfct 

urt>, a#eo«*-r£y ;-Y*—*m^ 
r^yryy^itf^ (kek=k (t) oo) ^ 

&#^5^#-e#4v\> ^(cy^-^^tt^x/M 

-"CIS, 3^^*— PS^— (KEK = K (t) 0 

[0 0 8 3] roipjc, EKB£#JfflLfc3>-ryy 

[0 0 8 4] ft*5, t»-yn^ (E KB) % =i 
# L T iBfii" S r £ » pftl 4ffl/* "C fc £ * > ' 

ftWny^ (EKB) , nyr^^r- Bf-^ft^ 

tet^S*tfcW^*-^n y * (EKB) com^-icj: 



[0 0 8 5] Hi ofrftmmmzftWk^yT^y tt 

(EKB) *»ttLfc*j««S: 

!VC l^C4#»itt£*U V^Vy(C» 
St5^)«^n 7 ^ (EKB) £#&ttttfcx 

(E K B M) as*MA£;h/Cl*5 0 «*.W!EKB_ 

lte^xvyc 1 tBff^ffcUt^r:^*— Kc o 
n i «r£fifcf 5 Steffi fliaEKB_2fi3y 

SMfc*-^ny^ (E KB M) ti 

(EKB M) \ZttfctttfibtlX\,^<DX\ *SMt*- 

y$ (EKB M) (nm^XV nyf^C 3, 

C 4 yry7^-^Mt^ ^ t J 5 e EKB 

_K EKB_2^l7 ^ ^^^^c^&^$^rv^4v^(Z)T^ 

a-?"fSfc»{^S4EKB_l f EKB_2^r®#-r 

[o-o 8 e] Hi lie, SS^M^Pfl-eayfyy 

flS8tffl1-5»£tf> EKB Srfljffi Lit Vr 

-To ±S (a) 'ftXm&XhV , T» (b) j&s**W<0 
^MsWp^ (EKB) «r?iJELfc«-C*5o 4 
*3, ^1 KC^V^Ka (Kb) Kb^KaT-Bt-^- 

[0 0 8 7] (a) ^-^i^S 

«imr>3y^Ks e sSr*#i-$/c«>^#x 

^ra^*3v^r, mffl&m&j:xfm&&®M (ak 

E : Authentication and Key Exchange) ^rUfTL, 
fE^^Ufcr tSr'^fti: LT-fey^a y^r-Ks e s 
■Cnyry^^Kc o n.SrBt-^ftUTjSft -T5^31^ 
t?4oTV^fc 0 

I0 0 8 8]«x.ffill (a)'OPCl:fcV>m $ 
f§Lfciry>3 V^-T-fff-^fkLfcny^vy^r— K s 

es (Kcon) ^rir yi/ a y^r- T*If ITK con 
Sr#S^tdSRTf|-e*)"J, S6l:»#UfcKconS:P 
Cift<0ftSt5«#*-Ks t rT*5t-^{LLT§#(^ 

^ * y tc^#r $ - t &*im 1 4 So 
[0089] Hi i (a) ^cjov^T, ay^yy^B^ 

-T^flsHll (a) OlSft^yW^ 1 1 0 1 lltO^x 
-^«r*»W^IIE4?Bt > EfiLfc^il^-ef>, ^fcPC, 

i?^*H^#a£-ra»&«:, hi 1 (a) ic^-txoic 

>y*-£ft%{kLXR{§i-Zb^<>1ttmti*&mk% 
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S c *fc, W{^ft-r*PC, S£3£W<:*3^-ct>BE 

[0090] 111 ( b) ©T«»caH"#»ft* 
-^n^ (ekb) SrfiJfflLfcM^jsv^Tfi, =3^r 

(EKB) 

»-yny^ (EKB) ©*!HlfcJ:o"C#fe*ia 

K c o n SrlflP^k Lfcx-* (BOfltttK root 
(Kc'on) ) Srfift'TSr.'tlcJ: 5, SBft LfcE KB 
^l^^II V7^-K c o 

[0 0 9 1] JEoT, Wirf@l 1 (b) CQ^SlCtf)^ 
«ffi^lfitt*3Wfc*-:/ny* (EKB) ££j&LT,. 
tiOtSiftWny? (EKB) i, ^OEKBM 

lc£oT#e>*xS/-K3r--\ ifc^-h^-icio 
£Sr£Ki£«9, IHlc#«£-f5PC, f?£8IS^tt:, g- 

#o*-rsy-7^-, y-F^Haom ekb 

©«M*r*tr-fact#-C*ft^ 0 Sot, x-^SS 
mx'W;*ffl^<0BBE*!!Ji, trVa^a -fe 

[0 0 9 2] PC, ffiftS^S^fcflJffl'sr.ii^aVx^ 
.4t«^-yo^ (EKB) ££/&LT, EfTf* 

r t id <fc !? , #«<o 3yfy^ *St#-f 5 r. t # pf 

iE£#S 0 

[0 0 9 3] [tW^-^n^ (EKB) SHSffl L 
fcBE*-<0E« (*ii@*^) ] J^<D%2Mb**-^ 
ny£ (EKB) £&/BLfcx-*&SVM**—tf>Efs 

(EKB) ^i^nyryy^SV^nyfyy^-fi 

<£ tmXifcteJl £ £frf * R fcttffl "T * BE * - 
Kake«:±^«^ny^ (EKB) SrffiJS 

So 

[0 0 9 4] 01 2 Id, *5i»ffff^S;S:fflV^ttSB 



BE*ife (IS0/IEC 9798-2) Hi 2 lil&V vtte, 

*5i«e■8■*5^;tLTDESS:fflV^■CV^-5*^ #i§®&f 

t, £1\ B^6 4 Ify h^SRb^U RbiS 

^isoiDt^iD (b) SrA^s6«i-5 0 

U Ra, Rb, ID (b) OflRlC, DESCOCBC^ 
-K-CiKa b^V^T^-^^Bff-^fkU Bir^-f 
S e ®Kabft, A*5«tt5B^*ii<03B*«i^ L 

CBC*— K£fflV\fc«Ka b J; Sflt^{t&3il*> 0*J 
X.tfDESSrfflV^«l31^*3V>rtt,' IfflltRa <!; £ 
SMftttlftSfilU DESPf^gfllC&^T, ®Kab£ 

1 i R b fc SrSMfettttSfd U DESIfrJt-ftSBfcte^ 
T, gKa b£ffl^T0f-*Ht:U **SCE 2 U 
Bt'fjE2MD (b) &£#M&»»ffl?gU 
DESBt^{fc«fc*5Vvt\ «Ka bSrfflV^mt^fbLT 
LfcPf^ E 3tiao T^ffiy 5 - * (Token-AB) 

[0 0 9 5] r*i££«LfcBtt, Sfi^-^Sr, ^tt 

UKab (BE*-) Tifi^ftrTSo Sf&T*-**)®^ 
fl^ffite, £1\ l*#*E lSrBBE^r-Ka b"ea*it: 
U SLifcRa£#So ^tE2^IS^Ka 
b XU^it U E 1 SrSMittttJlft U Rb 

£#S 0 ft«fc* l**:fcE3*BIE*-Ka b tS^fb 
U *^*tE2S:#»tt«ia*U ID(b)«rW 
So O LT#e>tlfcRa, Rb, ID(b)(^H, R 
b*5J:t5l D(b)^, B^3SflrLfct^t-Sr5j6* 
|Et5o CcO^II^iiofc^, BttA*:IES4t><Di 
LTBHE-TSo 

[0 0 9 6] ftlCBtt. BBESJC^fflrS-fey^a 
- (Kse s) Sr^Ei-S (£jfcfr8H4, aftSrfflV^ 
S) o ^Lt, Rb, Ra, Kse s ©II:, DEStf) 
CBC^e—Kr*BiE^r-Ka bSrfflV^TBf^U A(C 

[0 0 9 7] rixSrSftLfcAWu Sftx-^.^BIE^ 

So - 0 LT#lbixfcRb, Ra, Kses(D^ Rb 
fcitfRartS, A^j^SLfct^t-SI-S^IE-r 
So -^Wciiofc^, AttBSrjESftfcOt LT 
BSE-fSo SiMctt^SrBIiELfc««c:tt, tyVgV* 
-K s e s fl, BEffcOSffiafSOfc«)^)*a»i: LT 

[0 0 9 8] ft*3, Sftx-^O^IiEOSlC, ^FjE, ^ 
LT^S§:^»f-rSo 

[0 0 9 9] ±J6<OBIiEfeaJC*5V>r«:, A, Bti^iS 
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<&BE*-Ka bfc**-i-a o C0)*iiHKa b£±i$ 
<n>%mt*-zf*y2 (EKB) SrttfflUTf'/^^lc 

- [0 10 0] 0Jx.tf % (HI 2<B«"Cfl* A, *fcWtB<0 
V^*l^Sffi*^a[^pr^ft*SMt^-^ny^ (EK 
B) *rfertLrfe*Lfc«»ft*-^ny^ (EKB) 
fcJ:oTBE*-Ka bfcl*#flsl/t, ffi*^2l«-f-5 

K»LrK*3SS«»-eriBft*SMb*-^ny^ (EK 
B) ^Itf/W^A, Bfc#LT^Lfc#3SMfc; 
Wny^ (EKB) \c£ otiH^-K a b £Bf-^ 

[o i o i] hi s&xnmi Ak.wk<of^ 

ii^BIE^-Ka k e£W»fb*-^ny* (EKB) 

k £ote«^ a HnttW^o, 

1, 2, 3^*r.LT«-§-Rrfg/«CSSE^-Ka k eSrBBfi 
f 111 4f*7VW*0, 1, 2, 3t©f^A 

3 ^ y ^— ^ (#ko uf/^^o, .1, 

[0 10 2] HI 3 0«m JE*r/-K*-K (t) 
0 0ld<fcoT\ BK^r-KakeSrBfffkLfcf-^ 
(b) tt<)lc, 1, 2, SlC&VvC^tl 

fc/-K*-K (t) 0 0*tt*i*ffi**»fl:*-:/n 
y£ (EKB) Sr^fifcLTEfrTS. ^Jh^ftOx'M 

(t) 0 0W#U &#Lfcy-K*-K 
(t) OOSrfflV^mt-g-ftStbfcBBE^—': En c (K 
(t) 00, Kake) ^ff ItlSE^Ka k e * 

[0 1 0 3] ^(OmOy'y^ ^4 ] 5, 6, 7-f*l^— 
«»^-^n^ (EKB) £g:f§LTt> 
f«y-K^ T?tt % EKBSrjftlLt 

M«f**L*:y-K^-K (t) 0 0 4rKt#-fSrt^"C 
§/«CV^CD-C, SLICES ft^M^J^LTO^BliE^ 

[0104] H 1 4 <E>0iJf2\ H 3 (D&f&WX-W/o 

1"ft*>*K ^-f^O, 1, 2, {C*fLT(D^ 
«#Rri64*aMfc*-^ny^'(EKB) ^MUTE 
«L;fc«-e*>So (a) ^mt*~7*y 

t (EKB) (b) BH*- (Kake) £/-K 

(K (t) 0 0) •CBff-g-ftLfcT'-^SrEfi-rao 
[0105] H 1 4 LTfc 
5o 7^*0, 1, 2lt *i\ £«Lfc*3Wk*- 

-&Jfl^fctt*fe»£±!K (K (t) 

0 0) K (t) o ofeijism-^cfc 



9BIiE*-Ka k e£&#1-£ 0 
[0 10 6] E!3(c:^-fffi^^— y<D J fy<>(^4 1 
5, 6-F* x roff^co^r-^ (EKB) £gfibfc£ 

-C3E*fy— K*— (K (t) 0 0) 

* 4 v \, H«f £ y * $ tifc-r/M x 3 fcfc^r & , 
K*- (K (t) oo) SrBifti-srt^-eti*, jEMI 

[0 10 7] r<D<fc5ii, EKB^JfflUfcBIE^-© 
[0 10 8] [^H«BBE"t*a<b^-^ny^ (EK 

b) %®ij%Ltc^^>y*—<D&m] y £mmm 

mt^$hik*—7*iy# (EKB) $?&HLtc^>7"> 

y^-^Eftfea^.ov^rRWi-So ^hmmf-J!- 

ttXhZ 1 6 0 fcfy h*^»Rftj»**S:fflv^ffiS 
BE#ft«r, HI 5£fflV>TfM-f So H15^*3V> 

>rxt i 6 o try b-efc<-ct>j:v\ hisk:*5v>t, 

*"fB*s, 6 4try hoa»Rb-**j«u Atcayrr 

*3J:^g:pi:<9/h$i^»Ak^^r5o -tLT, 

^<-^^> hGfcAkffiFLfcvSA v=Ak XG« 

Ra, Rb, Av (xmrntm^k) icM-rzn+m 

*A. S i g££fifcu A©^M«ttEW»*fct>fc:BK 

5gaii-5 0 Ra*5±t/Rbtt-ttu«pti6 4fcry 

K AvOXlgiYffl^fHl 6 0 fc> h-Cfc 
£>CDT\ ^fU 4 8 tfy M^t" 3 

[0109] Aff>£|£®IiE0J#, R a , R b , Av, « 
*m%A. S i. gSrSfSLfcBtt, AiSSHiLTtfcR 
b^. B^^LfcfcOir-SrrS^SE-rSo 

-S:tT^fc4I^^H, A^^MIIilMSrt^m^ 
SrBBEJS^^Hft-ClME AO^Mii^^ «9 a 
-To *LT. K9fflLfcA^Bi«i*rffl^*^S*A. 
S i gSrtMSErSo 

[oiio] ^jsi, Bit iftpiD/hSv^aSBk* 

fefiR1"5 0 ^UT, -<-^^^hG^Bk^Lfc^B 
v = BkXGm Rb, Ra, Bv (xmMkYm 

Ew»t ^ ^tcAtciiii-r^o 

[0111] B(D^mmmmm. R b , R a , Av, ^ 
^S*B. SigSrSdLfcAfl, B^^LT^TtR 
a^ % A^^Lfct>^t-Srr^75^IE-rSo Z<D& 
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S i g«rttlE-tSo a^ftfe^ljllEI^^Lfcft, Att . 
BfcjESftfcOfcLTBE-ra. 
■ [0 112] Pf#*SBiElc:j*ftLfe»^^tt, BUB k 
XAv (Bk AvliiRM±<0^fc5 

U AteAk xb v£ff#U ^^x^^^xM^coT{4 ' 

5 6 4 ITy h«5<D#i»WS-§-i 

[01 13] «^S*<0ttBE JS ^«7 f --*^ttiE|OB 

[o l l 4] mi 6 fc&BMBiEt a 

(EKB) SrttfflLfca^^y^-OgBft&affil** 
■fo ^i 2B ^>xV^7 p n/W^^Pcrfl^^oV>rill 5 

o-ca#Brffi*EKBSr^LT-. 3E*r/-K*-lcJ: 

5*tft^fTlfc3>fyy^-E (Kcon) 
tSMfcWny^ (EKB) t Sr P CRI^BtEfea^ 
*JK^U"fey^3^-Ks e s"CBM-{fc;LTP 

[0 115] PCtttyi/a >*t— "CHP*fkS*tfc [I 

(Kcon) (EKB) ] £i? 

[one] sa^e, CMH^tt, a*©**-*-*/ 

.fc^Pf^^lltTLfc^^^y^f—E (Kcon) 

t»-/n^ (EKB) ] Srtg^H-^ttC 
ioT^yry^^K c o n£®#1-5 0 

[0117] ^o^fcititf, ^yTVy^o/q^ 

tPCW-eoBESrifefrfcLT DOS/- K*-fcJ:fi 

Bf^ft^SlfTLfca^x^^-E (Kcon) # 
»^n^ (EKB) ] flx. 

^sf*-*^** prat 45. 

[0 118] [^n^7A^W»-/D^ 
(EKB) SrttffltfcEffl] J^Lfcfl-CH:, nyrV 
y*-, Wfc*-&t:Gm:*—'7vy9 (EKB) £ 
fflv^TI«*{l:UrE«-r5^ffiSrRWLfcdS, IK* ft:/ 
n^?A3-KSr*J»fk4?~^ns/^ (EKB) £rfflv> 



[0 1 1 9] HI 7\z7uyy&=-Y*%mk*-7 
(EKB) co^J^^jEfr/^K^-^ioTBt-?- 

{bLT^/^^wt^w-rawsr^ t^m* i i o 

lft, fOV* 1 7 0 2 0>*1-*V- K*— , 
-tcJ:or«#^riE**aft^-^ciy^ (EKB) 

(EKB) fc**JxaH«fy- 
K^TflffMtf:^^7An- K£x^* 1 7 

0 2(C^1"6o T^^ 1 7 0 2flSfilfcEKBSr 

[0 12 0] inC^ffil'eH S?>^, f^V^l. 
7 0 2tc:^^T©#Lfc7 P n^7ix=i-McJ;5^S* 
Slff LT; ^fe**f^7 1 7 0 llC&LT, tV* 

^t; 1 7 o 1 3&5*<oj»*(ca<5v>r, $ e>jc«iasrjRtT 

[0 12 1] r^iptcW^k^-^Oy^ (EKB) 
fc, taft^n^ (EKB) fc^*ttS3E*fy- 

[0122] [aB3^yyi:«t5f*y^* (i 

CV:Integrity Check Value) 5 ft 

[0 12 3] ^>-7^yc7M y7/!J7^ • ^my^fl 

(icv) tt, Witria^^yicWr^y^aB* 

SrJH^-tfUISjh,, ICV=hash (Kiev, C 
1, C2, -) iaotlH^tl§o KicvfilCV 

£^*--e*>So ci, c2ii3yfyy<o»*-ct) 
9, 3 y7^yoiSf*o^ y-fe— ^BIEW# (ma 

C : Message authentication Code) fi*$zffi£$tl& 0 
[0 1 2 4 1 'DE SHtfeltaS:fflV^MACtt4fi)t 

«3H8 1*8 tc^1- c B.18 J: 5 fc*t* 1 4 

*Lfc>:y1r — ^Ml, M2> • • •> MN^-TS) , 
£f\ tDSSffl (Initial Value (£TF, I V£-f5) ) 
tMlS:*i»*iat5 (*<0tt*SrI 1 0 
I l*DESrtF*fttttCAiX. SI («T, Kit 

■rs) zm^xft^iti-z (mxzE 1 . ««t 

DESBf^bSC^AiX. UK 1 Zm^Xft^it-tZ (ffi 
^/E2) . J^T, iili«rl»5igU it©^ yt-^l: 

— v^BliE??-^- (MAC (Message Authentication Cod 
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e) ) bftZo 

[0 12 5] Z.<D£ ot£^yy">y<DMACmt I CV 

yr^y7^ • fxy^i (i cv) "as£jsfc£*L5 0 

£/&Lfc i cvt, Wz^y^yy^m^xOLfc^ 
fci cvt*lt®i,xm-<D i cv^#?>tttttf3^r 

[0 12 6] [f-^y^JI ( I CV) <D£.J$,*—K i c 
v$:EKB(aot|E*t5M ftf^ =iy^yy<D 

^y¥^VT^ • fx^i (i cy) 3n&*-xhz> 

(icv) tLtcmx'hZo 

[0 12 7] Hjl 9*5iWg|2 OlCSftO^W ^{C* 

W^KicvMft^n^ (E KB) tC 

1, 2, 3(C»LTffi^nrfig^^y^ffi^g^-K i 
c v£BBfrr5#U. H2 Ottx'W^O, 1, 2, 3* 

07^^3^y^^ mm t-cf/M^o, i, 

[0128] il 9©fl^fi, Mfr/^ K*-K ( t) 
OOiCioT. fxy^tM^r-Ki c v Srflt^MfcL 
TdT—$ (b) ^kic, yVM^O, 1, 2, 3tl*5 

3E»*hfcy-K*-K (t) 0 0 £«^RTiBfc#»ft; 

(E KB) ££j£LTEfrt-£ 0 
©^W^tt, Hi 9 5 ekb 
«r«y®' («■§■) -f^ClrlcJ;^ M3^£*xfc/- K*- 
K (t) 0 0£&#U ftK, &#Lfc/~K*-K 

(t) 0 OZ%^X\fe^k£tltz^**y?m±f&*— : 
Enc (K (t) 00, Ki cv) Srffi^ttfxy^ 
tt£f£*-K i c v£#S£iaSnjf6£fca e 

[0 1 2 9] *(0ffi<DrvV*4 f 5, 6,"" 7-t*m— 

(EKB) £$ft LTfc H#<0« 

ttsy^K^r- y-:7 ekb^miu 

Mfr^tifcy- K^r-K (t) 0 0Sr»#-t*Srt^-e 
[0 13 0] 112 O^WH H3^^U»fr"CiBA/ 

*2"V1"ft*>%» x/^^0, 1, 2, K^LT?)^ 
'&%-*IWmmt*c-7xiy* (EKB) £±/£LTIB 
ffLfcGy-CifcSo (3 2 OlC^-f (a) WSMfc*—:/** 



* (EKB). (b) (K i c 
v) §r/-K*- (K (t) 0 0) X^itLtzv*-? 

[0 13 1] i2 0^fflCH a»fi«r*LtJb 
5. X'W^O, 1, 2ft £f\ 3«.Lfc*SWfc*— 
y 5 ifctt/- K^f 

-Srfflv^fc«^«iWcJ:9, (K (t) 

0 0) Sr»#1-5o fcfc, K (t) OOia^HJ: 
Df-aiV^il^rt^-K i c vSr^ft-TSo 

[0 13 2] las^i-fifcco^/p— :/<DrvW;*4, 
5, :0^07^ (EKB) &gffLfc£ 

T3E*/-K*- (K (t) 00) %%L'&-rz>ZbftX • 

# ft v ^ rawc 9 * s tbfcx/^ * 3 leaser t> , 

K*- (K (t) 0 0) 5wi#-C#T; jES 

%\.xmmi-z>z.b&-zimbt£:Zo 

[0 13 3] roi5C> EKBSrflJfflLfc^xy^ll 

[0 13 4] roj; oft^yTyyoi^yr-?}) =r 4 • 
^y^ffi: (I CV) *fflv>5r:tlcj:?j v EKBW 

Mx.tfl!2 l {c^-T £ bK, ^Vt^C 1 bVrV 
^C2t ZZti^tHO a ^7 >^ £&#^fgft W$ 
fc^n^ (EKB) iHMUc^^Tl 

fc!K rnSrEKB^-§-pIHftx^>f ^-Cf^Jffi-Cf . 
Srt^ftSo 

[0135] 121^) (b) iZ^k-TX 0 \Z$t* T\Z 

je^ {z&mztitz =* yy'yyizttj&tttfxj ^1)7 

>f 'fxy^ji (icv (ci, C2) ) *nmtz>m 

J&bTZo ft*3, (ICV (CI, C2) ) H n>7 

yyc 1 ^=I>'x>^C2^c/^-/i/^Bi^:^fflv^■ct^g 

ICV = hash (Kiev, CI, C2) £^LTl^ 
' 5 0 B2 1© (b) (Dm&lCjS^X s *7*<<T\\ZYKE 

^c^rr; 1 t^y^yy 2fcfa$i£tL, =^y^y 
yci h^yy-yyc 2izm^^x^&£tifzy yj-^f 

y7>f'fx>^t (I CV (Cl, C2) ) tffeffij* 

JH, ^/y^c 1 \zm-3\,^x£.&£iitz4 y^?V 

• (I CV (C 1) ) iMftlftSixSo - 

Ofll^jSV^, tfjT l\Z&$\£tltz {EKB, 3 
^7^7 2) ^^x^T2tC=3 \?—\^tzb-tZ>b. ^7 
>TT2T\ a^vy^aiy^flSraffclC^-rai: I 
CV (Cl, C2) ^^^tL^Cirl-ftt), >x^T 
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fcHfttt£*i/0*SK i c v (Ci) fcJlttO, 

I CV^oi>7^Srll^UT, SlSlCVtftftlCV© 

[0 13 6] £fc, $bfc N gc^ttSriefcSfc*. 
ry^yr^Ur^ -fx^fi (ICV) 

LTfc<fcV\, -r&te*> I CV = h a s h (Kiev, c 
ounter + 1, CI, C2, •••) lC± ottt!lt5 
»JE££-f5 0 ^*C> X^y* (c ounter + 1) 

it, i cvof#Mr^i:io^^ y 

[0 13 7] £ blc, 3yf^^y7^5 • ^ 
.^s^ffi (icv) Sr^vr^tl^-^x^TJcfett 

f^yr^ 'fx7^i.(icv) .ftavyvytwau 

[oi3 8] matt. B^W^f-rmilfoM 
fsy^lt (icv) Zteto-TZk I cvot#«i* 

ycDn tr— 3 V hn-;l/ (^Jx.^check-in/check-out, 
move) ICI CV^ffl-r-5«^<hi-Sr t(Cj;t9 x IC 

[0139] C<O«rt0S*BI 2 2 td^i- 0 i22 X*\m 

2 0 1 fSn^rVydSftttS 

y^fit (icv) «\ ^-iFdsaSfcX^ir^-rsr t 

COf^oI^tl^l/^^ hvi/y±0$44^7 f ^7 2 2 0 

y^ffl (ICV) oaftftiSrBSJhLfc'W-efc-So 
J:5 4**i:UT, Mifi>7 f -f72 2 0 1iSf Ift 
7*/U x&JtjT 2 2 0 1 OS^S:SlfT-r5K«c^^ 

h^i^V-Cfe^PC. if— /*tC*31^T I CVWfxy^ 
^f-^Vx^yfe*^ n&g =1 >-r ^ y £ Kit 

[oi4o] mmyy-mm<D*7'=ty-ftm'] st^- 



^fflft^/o^ (E KB) fc*t>te«f#fl:L 

[0141] jH2 sicpti^y-fliig^T 1 ^!;— o# 
«o-«s:*i- 0 i2 3Mi/^ y HfKg<&* 

±g(CH, /W- h^f~K r o o t 2 3 0 1 #R££;fx, 

KT^+MiMctt/- K*-2 3 0 2^K^Six.. ST 

aica, y-7^2303^^0 
[0142] ::-c> -«tu*±a^e>»MSi© 

fcS/-K**r.^y /-K2 3 0 4 't LTR£-f5 0 
1"4 to^jRMa i cd / - K<o£* =* y to?/* 

>r^R3e/-Kfc-t-«o BM^coiooy-K^Tl^t 

[0 14 3] WiBH2 3 0lMi|(^)loO/-K2 

30 5i^t^r=fy y^ey^^^ (AW] a s R 

3t$ft, C<oy-KKT(cil*S/-K, V-ytet* 

t 

y-K2 3 0 5HTS:, y ^x>f y ^<OU=r^ 
[0 14 4] $?>^ M8a>bSa#T#o«&if:/;fr 

xrf y K2 3 0 6 t LTS^tSwtm 5o « 

^^^•r^p^^x^y y^y^r/7^]7-' 

K2 3 0 5<£>2g;T<0/-K^ ^y^7^^^ 

tsi6f+tmisoy-K2 3 0 7i>mi££ti. zt>\cz<D 

Tffi(c, ^mif±«tg##BsSco^r^y^*ix5 

[PHS] 7-K2 3 0 8£ [^miS] /-K230 

[0145] £ibtc, *r^y, t^r^yft 7^ 
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tt*K*-©Eflr 3E*f«««r,.-tODIJ»y-K*-Cl 
Mn^ (E KB) «r£ritLTEflTU ffiA/-K 

etft*. 

[0146] £©J: 5fc, lo^y — K*rHjft4 LL 
!J> fc^v^fii^-^^x^y colligy — K4 LTjgAEii" £ 

(E KB) «ra£fc£j£L-C\ TI£/~KETF 

icn-ra^M^fcEfi-rswrti^tst*?), 

- KKMSftvHfc^f^y toy- KfcJW-af^-f * 
[0 14 7] ELk, »£©*ifc«*#HRL4tf.e>. 

L»srfctt&w-e&s 0 -r ft tot, 0y^<b^5^$re 

[0 14 8] 

--fxiyt (EKB) £<tkiCi£fI^£«/&£ LfcCD 

mm^mt 4* 1 & t>KE{&* yiz-^asr/hs < # 

[0149] y y Hf*£<&j**fl:*-, x-*E 

(EKB) . ttt^aHS-T5««(CfeV^T, £ 

ft5o 

[0 15 0] *«W©f(MB*ai/^7 i Ai3J:W* 
(ICV) Sr^VxvySrttlfiLfcEflkjK*, * 

jE4 =1 yr OjSa&Klfc-f £ w i # PTfgi 4S. 

[0 15 1] **M(Oflr«»a^^A43itf* 



lfffl@l:«^-^Dy^ (EKB) *3y£LT 
flTicfcSf/W * fc» LTE«i-« r £ 3»prn t ft 

So 

T-*<Dmmz&%£frz>^mk*-yKy* (ek 
. [as] ^mw^ffin&mi/XTMc&tfz^^T^y 

^(D«^^n^ (EKB) £ttJBLfcE*09 

:/ny* (EKB) ©7*- r jr h«£*rt18-eS>5 0 
[17] *^^Olf^3l^xAtCjbNtS*Sil{b^r- 
:/ny* (EKB) O^^*fi8SrRWi"5H-C*)5 0 

ms] *wx<D^mM£i/xTMc#tfz^%)fc*- 

-fny$ (EKB) t. ^yr^^r- = y r y7^ 
«N:"CE«-r57 f -^*««*^Ht?*)«o 

[19] ^aw^fflfatea^xAicfettswafb^-- 

-fnyt (EKB) , ^yf^?: 

So 

-^uy^ (EKB) fcP^^ySrEftjKfrictSittL 

[Hii] ^Moita^s^xAic^ttS*^^ 

-^oy^ (EKB) nyfyy^^fttS^ 

[[Ei 2] *3gMo«ajas^-rAic*5v^Tia^^rt6 
[hi 3] ^wotfafflfa^xA^itswjaft;^ 

-^7^ (EKB) fc, ^U^-$r^N:TEfti-5x 
[HI 4] *«HO*fWa^^AKj3»t5*S4fls* 

-^n^ (ekb) mm^-ztfr^x&mi-z^ 
[hi 5] ^^<Dtfg^sv^7 l A{cjov^TSffi'5^ie 
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[hi 6] *%m<otitn&misxTMc&^x<&mfm 
%tt\z&%mkfom*m^x^mk*--7Ky9 (e 
kb) =yryy*-$:ftitxMtni-?>fam&*-r 
mxhz 0 

-7niy? (EKB) t, ft^Vcf v? 'y Af-^S:f 

itxmiK'tztm&^'fmxhZo 
[mis] *%w<Dmn&mi/XTJ*\^^xm%^ife 

tt^^fisy ^yr^yr^f • ( I CV) 

\z&m -r s m a c im&m * ^-r 0 -c*> s 0 

-7u*y* (ekb) rcv^*-«:0Mt;TEfl 

1) T'fe^o 

--fxiyj (EKB) I CV£/£*-£r£K:TgE{I 

2) f&So 

4=^7^ ^yf^yf^ • ^-^lix^flE ( i cv) 
mxhz> 0 

[0 2 2] *%m<DftWi&mi'XTMcm^xmm~*im 

ii=>*r>y ^yf^!)7^f • T-^y^tt ( I cv) 
xhz>o 

[023] *&w<Dftn&mi'XTMz&\iz>fgmy}) 

[«F#tf>RW] 

10 aVT^yfifMB 
1 1 h • 

1 2 

13 mis®** 

1 4 ^7^7 



2 0 
2 1 
2 2 
2 3 
2 4 

2 5 

3 0 
10 0 
110 

12 0 

13 0. 

14 0 

14 1 

15 0 

16 0 

17 0 

18 0 

19 0 
19 5 
6 0 1 
6 0 2 
6 0 3 
6 0 4. 
6 0 5 
6 0 6 
6 0 7- 
6 0 8 
110 1 
2 3 0 1 
2 3 0 2 
2 3 0 3 
2 3 0 4 
2 3 0 6 



/^yt/^ytv-^ (PC) 

#—9?fVf*<<* (PD) 
SMSrSB. PDA 

AU^ I/F 
. MPEG^-75/^ 
AW* I/F 

A/D, D/Aa^/*— * 



ROM 
CPU 



[02 2] 



2201 




> ICV 




PC tf-A 
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BfiUfc >rY71 >^y72 
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im2] 
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[031 



to 




K 
V 
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. IB 41 

(A) WaMb*—;7n^(EKB: Enabling Key Block) «1 



2?3>(Version):t 






0 


Enc(K(t)0, K(t)R) 


00 


Ene(K(t)00, K<t)0) 


000 


Enc(K000, K(t)00) 


001 


Ene(K(t)001. K(t)00) 


0010 


Enc(K0010, K(t)001) 


^&*b*— EKB: Enabling Key Block) ft 2 


7V**f*0, 1, 2fZ/{— i?3 


>:t<7>/— k+— 


/^—i/a>( Version) :t 






000 


Enc(K000, K(t)00) 


001 


Enc(K(t)001, K(t)OO) 


0010 


Enc(K0010, K(t)001) 
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[05] 
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601 



603 



605 






r ran 


6 J 


" (version) 


(depth) 


(Data pointer) 


(Tag pointer) 


(Signature pointer) 


(reserved) 


7 s — *3P(E(k0, Kroot), ...) 


*?SP({0, 0}, {1, 1}, ...) 


^=8 (Signature) 




602 




604 




606 




607 




608 



[B2 3 ] 



KrootOb— MP— ) 



2301 



2303 




MA 



2306 



2307 



2309 



A AAAA AAA. 



23C4 
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ims] 
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[119] 




[mi u 
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[Hi 21 
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[HI 3] 
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[Hi 5] 




JO 




iH S 




fills 

X «rf ^* *i 



"IB \ 

w > 




38 & & "fc 

-J ^ W « 




IS 



K 

m 

Si 



en 

I 

oo 
o 

I 

on 
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[Ell 6]' 
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[Hi 7] 



CO 
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imi 8] 
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[Hi 9] 
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m^:fSD B nJil^l:D 0 D ji|6T@ 7 #35-^- y 



(72)*w# S» §2 

K^:iBn a a jfiiE:^D 0 Djii 6Ti 7 #35-^ y 
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(72)^^# ft® * 

^M^p D a JIIE^p p pJ!j6Tg 7#35-t y 



F*-A(#%) 5B017 AA07 BA07 CA09 

5J104 AA01 AA12 AA16 EA02 EA07 
EA17 NA03 NA27 PA07 PA10 
PAH 
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